INTRODUCTION
Wireless Sensor Networks (WSNs) consist of hundreds or thousands of tiny sensing devices with restricted memory, computational and communication resources [1] . These devices are severely resource constrained with a typical sensor mote consisting of only 8-bit, 4 MHz processor, 128 kb program flash memory, 512 kb of EEPROM and 2 X AA batteries [2] .
However, primarily due to the severe constraints and secondarily due to the inherent increased costs in communications relative to that in processing, the WSNs follow in-network processing, wherein the emphasis is on on-thefly processing of the data packets before being communicated eventually to the base station [3] . The processing typically consists of the data aggregation operations like summarization, summation, averaging, finding the minimum/maximum of a set of sensed values. The eventual advantage of data aggregation is the overall reduction on the total number of packets transmitted to the base station resulting in conservation of energy and bandwidth.
REVIEW OF LITERATURE

Data Aggregation
Wireless Sensor Network consists of a number of sensor nodes that sense the data from environment process it and communicate the processed data to the base station. In WSNs neighboring sensor nodes usually sense same or co-related data which is semantically redundant and hence does not need all to be communicated to the base station. Hence, instead of communicating the redundant data, a better alternative is to identify and pre-process such data into an aggregated or summarized form and communicate it. Such on-the-fly preprocessing (in-network processing) of the sensed data eventually helps reducing the total number of packets transmitted to the base station, lowering the communications cost and thereby reducing the energy overhead. The typical pre-processing operations (data aggregation) are finding the maximum, minimum, averaging, duplicate eliminating etc [4] . 
Secure Data Aggregation
As, almost all the applications of WSNs demand certain level of security it is mandatory not to sacrifice security for data aggregation operations. Normally, one way of achieving security is to impose confidentiality of the data, that in turn is achieved by encrypting it. Hence, it is necessary to explore carefully the probable approaches for incorporating security in the WSNs based on the data aggregation operational paradigm [5] [6].
One of the ways to make secure data aggregates is to use ciphertext processing protocol in WSNs. The fundamental basis for data aggregations are cryptographic methods that provide privacy homomorphism property. A privacy homomorphism (PH) is an encryption transformation that allows direct computation on encrypted data [7] .
The Encrypted Sensor Data can be classified into two sub approaches viz. one based on Symmetric Key Cryptography (SKC) OR the one employing Asymmetric Key Cryptography (AKC/PKC).
NEED FOR THE STUDY
The Wireless Sensor Networks (WSNs) are composed of resource starved sensor nodes that are deployed to sense, process and communicate vital information to the base station. Due to the stringent constraints on the resources in the sensor nodes on one hand and due to the communications costs being always significantly higher than the data processing costs, the WSNs typically, employ in-network processing, which aims at reducing effectively, the total number of packets eventually transmitted to the base station. Such in-network processing largely employs data aggregation operations that aggregate the data into a compact representation for further transmission. However, due to the ubiquitous & pervasive deployment, heavier resource demands of the security protocols and due to the stringent resource constraints in WSN nodes, the security concerns in WSNs are even otherwise critical. These concerns assume alarming proportions when using data aggregation in which the output of the data aggregator nodes depends on that of various other nodes. Hence, the protocols for data aggregation have to carefully devise with a constant vigil on ensuring security of the data. This paper, based on the survey of the existing research efforts for ensuring secure data aggregation, proposed a new approach using homomorphic encryption and additive digital signatures to achieve confidentiality, integrity and availability for secure data aggregation in wireless sensor networks.
OBJECTIVE
The primary objective to devise a secure aggregation function that computes the data aggregates securely and the secondary objective This research also attempts to explore further the feasibility of the PKC schemes using privacy homomorphism in WSNs. Digital signatures also employed in this research to achieve secure data aggregation, providing confidentiality and integrity of data. This approach combines the idea from the PKC based Discrete Logarithms approach OU proposed in [9] and ECDSA proposed in [9] to achieve confidentiality and integrity of data to be aggregated and passed to the base station. So the proposed algorithm would combine preeminent features of PKC based OU and ECDSA to give more efficient aggregate result.
METHODOLOGY
The proposed approach is based on Elliptic Curve Digital Signature Algorithm [9] to provide integrity of data for data aggregation. ECDSA is assumed to be secure under the assumption that the underlying group is generic and that a collision resistant hash function has been used. EC-OU [10] is used for asymmetric homomorphic encryption transformation that gives the confidentiality of data.
Elliptic curve cryptosystem is also having many advantage like (a) their use of small keys which lead to short ciphertexts, (b) the smaller realestate required for hardware implementations (number of gates) and (c) a better security-perbit ratio.
The proposed algorithm for sensor node generates unique signature for each outgoing message say Sig(x). The data from each sensor node is encrypted using the base station's public key viz. Enc(x). Thus, every node communicates the encrypted message, its signature and its public key to its parent. After receiving the message from every child, the parent combines signature, public key and encrypted message and sums it. The message so received can be decrypted only by the base station that has the corresponding private key. Thus, the base station can now verify the sum of the signatures given the sum of the public keys.
The proposed approach uses homomorphic encryption EC-OU algorithm to achieve data confidentiality while allowing in-network aggregation. Also uses an additively digital signature algorithm based on Elliptic Curve Digital Signature Algorithm (ECDSA) to achieve integrity of the aggregate.
